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ABSTRACT 

This manuscript presents a comprehensive comparative study of IPv4 and IPv6 network performance 

as of 2015. It examines key performance metrics—latency, throughput, packet loss, and processing 

overhead—across both protocols in a controlled lab environment and real-world case studies. The study 

highlights the impact of header size, routing table complexity, and transition mechanisms on overall 

network behavior. Findings indicate that while IPv6 offers scalability and simplified packet processing, 

IPv4 may still outperform IPv6 in certain legacy infrastructure scenarios due to optimized hardware 

and mature implementation. Recommendations for network engineers are provided to guide protocol 

deployment decisions in enterprise and service-provider contexts. 
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INTRODUCTION 

The exhaustion of IPv4 address space and the emergence of IPv6 as its successor have driven widespread 

interest in assessing whether the newer protocol can match or exceed the performance of its predecessor. IPv4, 

standardized in 1981, uses 32-bit addresses and has been optimized over decades through hardware 

acceleration and software refinement. IPv6, introduced in 1998, employs 128-bit addresses to accommodate 

the ever-growing number of Internet-connected devices and includes features intended to streamline header 

processing and improve autoconfiguration. However, the operational realities of mixed-protocol networks, 

transition mechanisms such as 6to4 and Teredo, and varying levels of vendor support raise questions about 

comparative performance. This study, focusing exclusively on technologies and implementations available up 

to December 2015, aims to provide a rigorous evaluation to inform network design and upgrade strategies. 

CASE STUDIES  

Case Study 1: Dual-Stack Campus Network  

A university campus deployed dual-stack routers and switches in 2014 to support both IPv4 and IPv6. 

Measurements over a month captured end-to-end round-trip times, packet loss rates, and throughput between 

student workstations and campus servers. IPv6 exhibited an average latency increase of 5 ms compared to 
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IPv4 under peak load due to larger header processing and less optimized route caching. Throughput remained 

within 95 % of IPv4 performance, demonstrating that hardware forwarding engines at the time could 

accommodate IPv6 without drastic degradation. 

 

Fig: Analyzing IPv6 Performance in a Dual Stack Network 

Case Study 2: Service Provider Backbone  

An Internet service provider enabled IPv6 across its backbone routers in mid-2015. Traffic engineering 

policies were adjusted to account for IPv6’s lack of widespread QoS tagging support. Active measurements 

between core PoPs (points of presence) revealed negligible differences in baseline throughput; however, under 

failure scenarios requiring route reconvergence, IPv6 networks experienced an average 1.3 s convergence 

delay versus 0.8 s for IPv4, attributed to slower SPF (Shortest Path First) reconvergence in IPv6-aware 

OSPFv3 implementations. 

Case Study 3: Transition Mechanism Performance  

A regional ISP offered IPv6 connectivity via 6to4 tunnels over its native IPv4 network. Testing highlighted 

additional encapsulation overhead leading to a 12 % reduction in effective throughput and a 7 ms latency 

penalty relative to native IPv4. Teredo tunneling over UDP exhibited higher variability in latency (standard 
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deviation of 9 ms versus 4 ms for 6to4), underscoring the impact of intermediary NAT traversal on 

performance. 

METHODOLOGY 

The study employed both controlled lab experiments and field measurements. In the lab, two identical server-

grade routers (with hardware forwarding ASICs supporting IPv4 and IPv6) were configured back-to-back. 

Traffic generators simulated TCP and UDP flows of varying packet sizes (64 B to 1500 B). Latency was 

measured using timestamping at microsecond resolution; throughput was gauged by saturating links and 

monitoring achieved bit rates; packet loss was recorded via sequence numbering. All firmware and operating 

system versions (Cisco IOS 15.2, Juniper Junos 15.1) correspond to releases available before 2016. For field 

measurements, passive flow monitors and active probes (using Iperf and Ping) were deployed at strategic 

network points in university, enterprise, and ISP backbones. Transition mechanisms (6to4, Teredo) were set 

up following RFC 3056 and RFC 4380 guidelines. Data were collected over four weeks, aggregated, and 

statistically analyzed using confidence intervals at the 95 % level. 

RESULT 

Lab Experiment Results: IPv6 headers (40 B vs. 20 B for IPv4) incurred an average processing overhead of 3 

µs per packet on vendor ASICs, translating into a 2 % reduction in maximum throughput for IPv6 under high 

packet rates (> 500 kpps). Latency across packet sizes was consistently 1–3 µs higher for IPv6. Packet loss 

under full-duplex saturation was below 0.1 % for both protocols, indicating sufficient buffering. 

Field Measurement Results: Across the three case studies, IPv6 latency averaged 8.7 ms versus 7.9 ms for 

IPv4 (difference of 0.8 ms). Throughput for bulk TCP transfers averaged 93 % of IPv4 levels. Routing 

convergence tests showed IPv6 OSPFv3 reconverge times averaging 1.1 s versus 0.7 s for IPv4 OSPFv2. 

Transition mechanisms displayed the highest performance penalty: 6to4 tunnels reduced effective throughput 

by 10–15 % and added 7–12 ms latency, while Teredo added 10–20 ms latency variability. 

Statistical Analysis Table 1: Summary of Key Metrics  

Metric Pre-Value (IPv4) Post-Value (IPv6) Observed Change 
Average Latency (ms) 7.9 8.7 +10.1 % 
Throughput (Mbps) 940 875 –6.9 % 
Packet Loss Rate (%) 0.08 0.10 +25 % 
OSPF Convergence (s) 0.7 1.1 +57 % 
6to4 Tunnel Latency Penalty (ms) – +9.5 – 
Teredo Latency Variability (ms) – 10.5 (std) – 
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CONCLUSION 

This comparative study reveals that native IPv6 performance in 2015 lags slightly behind IPv4 in latency, 

throughput, and routing convergence, primarily due to larger header sizes and less mature protocol 

implementations in hardware and software. However, the performance gap is small enough that the benefits 

of address space abundance, simplified multicast handling, and built-in autoconfiguration outweigh the 

drawbacks for most large-scale deployments. Transition mechanisms such as 6to4 and Teredo introduce 

significant performance penalties and should be used only when native IPv6 connectivity is unavailable. 

Network engineers planning IPv6 migration should verify hardware support for IPv6 acceleration and 

optimize routing protocols (e.g., tuning OSPFv3 timers). For mixed environments, dual-stack operation 

remains the most seamless approach until IPv6 ecosystem maturity matches that of IPv4. 
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