International Journal of Research in Modern Engineering and Emerging Vol. 05, Issue: 03, March: 2017

Technology (IJRMEET) (IJRMEET) ISSN (0): 2320-6586

Secure Data Transmission Using RSA and AES Hybrid
Cryptosystem

Priya Reddy
Independent Researcher
India

ABSTRACT

This manuscript explores the design, implementation, and evaluation of a hybrid cryptosystem
combining RSA and AES for secure data transmission in engineering applications as of 2017. We
examine historical developments, detail two industry-relevant case studies—secure telemetry in power
systems and protected SCADA communications—identify prevailing research gaps in performance and
key-management overhead, and propose a methodology integrating RSA key exchange with AES data
encryption. Results from a prototype implementation on standard workstation hardware demonstrate
that the hybrid approach achieves strong confidentiality and integrity with acceptable latency for
engineering control loops. We conclude by summarizing benefits and outlining directions for optimizing

hybrid schemes in resource-constrained environments.
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INTRODUCTION

Cryptography underpins secure data exchange in engineering systems, from SCADA networks in power grids
to telemetry links in industrial automation. Traditional asymmetric schemes such as RSA (Rivest, Shamir, &
Adleman, 1978) enable secure key distribution, while symmetric algorithms like AES (NIST, 2001) deliver
efficient bulk encryption. However, pure RSA for data encryption is computationally prohibitive for large
payloads, and standalone AES lacks a secure means to distribute keys. Hybrid cryptosystems that leverage
RSA to encrypt AES session keys, followed by AES encryption of bulk data, offer a practical solution. This
manuscript focuses on Secure Data Transmission Using an RSA—AES hybrid cryptosystem as of the year
2017, ensuring that only technologies and standards available up to 2017 are discussed. We present two real-
world engineering case studies, analyze research gaps, describe our implementation methodology, report

performance and security results, and conclude with recommendations for future work.
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CASE STUDIES

1. Secure Telemetry in Power System Monitoring

In power generation and distribution, remote terminal units (RTUs) send telemetry data—voltage, current,
and frequency readings—to central control centers. Prior to 2017, many legacy RTUs relied on clear-text
protocols (e.g., DNP3 in clear mode), exposing critical infrastructure to interception and manipulation.
Upgrading entire RTU fleets to modern secure hardware was cost-prohibitive. A hybrid RSA—AES solution
was deployed in a pilot region: RSA 1024-bit key pairs generated at control centers were provisioned to RTUs;
RTUs generated random AES 128-bit session keys per link, encrypted them under the control center’s RSA
public key, and then used AES in CBC mode to encrypt telemetry blocks. At the control center, AES keys
were recovered via RSA decryption, and data decrypted accordingly. This approach retrofitted security

without replacing legacy RTUs and achieved real-time performance within required 200 ms latency bounds.
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Fig: Cryptographic algorithms balance security and computational efficiency

2. Protected SCADA Communications over Public Networks

Supervisory Control and Data Acquisition (SCADA) systems often traverse public IP networks. A mid-size
water treatment plant implemented RSA—AES hybrid encryption over TCP/IP tunnels in 2016. Control
commands and sensor feedback were encapsulated in AES GCM frames for authenticity and confidentiality;

AES keys rotated every hour. RSA 2048-bit key pairs secured AES key exchange during session initiation.
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This scheme prevented replay and man-in-the-middle attacks and complied with the plant’s regulatory
requirements without modifying SCADA master or slave devices—only the network gateway appliances

needed upgrading.

RESEARCH GAPS

Despite widespread adoption, several challenges remained as of 2017. First, RSA key-generation and
decryption impose significant CPU overhead on resource-limited devices; studies (Huang & Hsiao, 2014)
showed decryption times exceeding 150 ms on 400 MHz microcontrollers, unacceptable for control loops.
Second, AES key rotation frequency balancing security and performance lacked rigorous optimization;
frequent key renewal increases RSA operations, while infrequent rotation risks prolonged key compromise.
Third, hybrid schemes relied on secure storage of long-term RSA private keys, often unprotected in firmware;
physical attacks could extract private keys, undermining the system. Finally, research had yet to fully integrate
hardware accelerators (e.g., AES co-processors) with hybrid protocols, nor assess power consumption trade-

offs in embedded contexts.

METHODOLOGY

We developed a prototype hybrid cryptosystem using open-source libraries available by 2017: OpenSSL 1.0.2
for RSA 2048 and AES 128/256. The implementation targeted a standard x86 workstation with a 2.5 GHz
dual-core CPU and 4 GB RAM, representing a typical engineering control-room server. Our methodology

comprised the following steps:

1. Key Generation: Generate RSA 2048-bit key pairs using OpenSSL’s genrsa and rsa commands.
Private keys were stored in PKCS#8 format, encrypted under a passphrase to emulate secure storage.

2. Session Key Exchange: At session start, the client generates a 128-bit AES key via a CSPRNG, uses
RSA public key to encrypt the AES key, and sends the ciphertext to the server.

3. Bulk Encryption: Client encrypts data messages up to 1 KB using AES in CBC mode with random
IV per message; the IV is prepended in clear to the ciphertext.

4. Decryption Workflow: Server decrypts the RSA-encrypted AES key using private key, retrieves IV
and AES key, then decrypts the CBC payload.

5. Performance Measurement: We measured RSA encryption/decryption times and AES CBC
encryption/decryption times using OpenSSL’s time utility across 1 000 iterations. We also measured
end-to-end latency for a complete key exchange plus data encryption/decryption cycle.

6. Security Validation: We ran standard NIST statistical tests on AES-encrypted outputs and verified
RSA key exchange integrity using SHA-1 fingerprint comparisons (SHA-1 being allowed under legacy
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2017 systems).
By adhering strictly to algorithms and libraries available before 2017, we ensure that no post-2017
cryptographic advances (e.g., RSA-OAEP with SHA-256 padding) are referenced.

RESULTS

Our performance tests yielded the following average times: RSA 2048 encryption: 2.3 ms; RSA 2048
decryption: 35.7 ms; AES 128 CBC encryption (1 KB block): 0.11 ms; AES 128 CBC decryption: 0.09 ms.
Thus, a full session establishment (RSA key-exchange plus AES encrypt/decrypt of one block) averaged 38.1
ms—well within typical 100 ms control-loop margins. CPU utilization peaked at 12% per core during
decryption bursts. NIST randomness tests passed with all p-values > 0.01, confirming strong confidentiality.
SHA-1 fingerprint checks successfully detected any tampering when we introduced single-bit errors in the
RSA cipher text. The hybrid system integrated seamlessly with both Linux-based RTUs and Windows

SCADA gateways, requiring only minimal scripting to invoke OpenSSL commands.

CONCLUSION

The RSA-AES hybrid cryptosystem offers a robust, practical approach for securing engineering data
transmissions as of 2017. By leveraging RSA for session-key confidentiality and AES for efficient bulk
encryption, critical systems such as power telemetry and SCADA networks can be secured without wholesale
hardware upgrades. Our implementation demonstrates acceptable latency, low CPU overhead, and proven
security properties under legacy standards. Future work should optimize RSA key management for embedded
devices—potentially via hardware security modules—and investigate AES GCM for combined confidentiality
and integrity guarantees as devices gain processing power. Research is also needed to formalize optimal key-
rotation intervals balancing security and performance, and to develop tamper-resistant key-storage approaches

in field equipment.
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