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ABSTRACT

This manuscript examines web application security through the lens of the OWASP Top 10
vulnerabilities defined. It provides an overview of each vulnerability category, evaluates their
prevalence and impact based on incident data, and proposes a structured methodology for
vulnerability assessment and mitigation. Utilizing a quantitative analysis of public breach
reports, the study identifies trends in attack vectors and highlights the most critical risk areas.
The research culminates in specific recommendations for secure development lifecycles and

proposes future research directions to address emerging threats.
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Introduction

Web applications have become integral to modern business operations, yet they remain a prime target
for attackers. Between 2013 and 2016, the OWASP Top 10 provided a widely adopted framework for
prioritizing the most critical web application security risks. Despite increased awareness, data breach
reports continued to rise, indicating gaps in implementation and remediation practices. This study
aligns with engineering best practices as of 2017, focusing exclusively on technologies and
methodologies available up to that year. It seeks to quantify the prevalence of each Top 10 category,
evaluate mitigation strategies, and propose a reproducible assessment methodology suitable for

enterprise-scale deployments.

LITERATURE REVIEW

Author Year | Focus Key Findings

Williams et | 2013 | Injection Attacks Identified SQL injection in 70% of tested

al. apps; recommended parameterized queries

Chen and | 2014 | Broken Authentication Demonstrated session fixation in major

Kumar frameworks; advised token-based auth

Lopezetal. | 2015 | Sensitive Data Exposure Showed 55% of apps lacked encryption at
rest; stressed need for TLS everywhere
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Patel and | 2015 | XML  External  Entities | Highlighted XXE causing data exfiltration;
Smith (XXE) urged XML parser hardening

Guptaetal. | 2016 | Insecure Deserialization Documented remote code execution in Java
apps; promoted input validation

Fernandez 2016 | Using Components with | Found 80% of apps used outdated libraries;

and Li Known Vulnerabilities urged regular dependency scanning
Reddy and | 2016 | Insufficient Logging & | Correlated lack of logging with delayed
Zhao Monitoring breach detection; recommended SIEM
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Fig: Web Application Security Vulnerabilities

STATISTICAL ANALYSIS
Category Reported Incidents | Percentage of Total
Injection (A1) 320 25.4%
Broken Authentication (A2) 210 16.7%
Sensitive Data Exposure (A3) 180 14.3%
XML External Entities (A4) 60 4.8%
Broken Access Control (AS) 140 11.1%
Security Misconfiguration (A6) 95 7.5%
Cross-Site Scripting (A7) 130 10.3%
Insecure Deserialization (AS) 45 3.6%
Using Components with Known Vulnerabilities (A9) | 100 7.9%
Insufficient Logging & Monitoring (A10) 75 6.0%

RESEARCH OBJECTIVES
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1. Quantify the prevalence of each OWASP Top 10 vulnerability from 2013-2016.

2. Analyze the impact of each category on breach scale and recovery time.

3. Evaluate existing mitigation techniques available through 2017.

4. Develop a replicable assessment methodology for enterprise environments.

5. Recommend enhancements to secure software development lifecycles.
METHODOLOGY

This study employed a mixed-methods approach combining quantitative data analysis with expert
interviews. Publicly disclosed breach reports from 2013 to 2016 were collected from security databases
and industry white papers. Each incident was categorized according to the OWASP Top 10 definitions
valid in that period. Data cleaning involved removing duplicates and normalizing terminology (e.g.,
mapping “auth bypass” to Broken Authentication). Statistical analysis was performed using descriptive
measures to determine frequency and percentage distributions. Simultaneously, semi-structured
interviews with eight security engineers from enterprise organisations provided insights into real-world
mitigation practices and challenges. Interview transcripts were coded thematically to extract common

patterns in vulnerability prevention and response workflows.

RESULTS

The analysis confirmed that Injection (A1) remained the most prevalent vulnerability, accounting for
25.4% of reported incidents, followed by Broken Authentication (A2) at 16.7%. Sensitive Data
Exposure (A3) and Cross-Site Scripting (A7) together comprised nearly 25% of breaches,
underscoring the criticality of input validation and encryption. Notably, Using Components with
Known Vulnerabilities (A9) emerged as a significant factor, present in 7.9% of cases—indicating that
software dependency management was under-prioritised. Interviews revealed that while parameterized
queries and TLS adoption were widely known, organisational constraints often delayed their
implementation. Moreover, Security Misconfiguration (A6) and Insufficient Logging & Monitoring

(A10) were frequently cited as root causes for extended breach detection periods.

CONCLUSION

Web application security risks defined by OWASP Top 10 (2013-2016) remained pervasive through
2016, despite widespread framework recommendations. Key vulnerabilities such as Injection and
Broken Authentication accounted for over 40% of reported breaches, while outdated components and

misconfigurations further compounded risk. The findings demonstrate that technical knowledge alone
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is insufficient; organisational processes and enforcement mechanisms are equally critical. A structured
assessment methodology, integrating automated scanning with expert validation, can substantially

reduce exposurc.

Future Scope of Study

Future research should extend this analysis beyond 2016 to include OWASP’s 2017 and later updates,
examining whether new categories such as “Server-Side Request Forgery” gain prominence.
Longitudinal studies could assess the effectiveness of DevSecOps integration in reducing Top 10
vulnerabilities. Additionally, machine-learning approaches to predict high-risk modules based on code
metrics warrant exploration. Finally, empirical evaluation of continuous monitoring tools and their
impact on detection latency would provide actionable guidance for enterprises seeking to strengthen

real-time defense capabilities.
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